
Y2 Online Safety: Digital Footprints
Aim: Success Criteria: Resources:
Recognise common uses of information 
technology beyond school. Use technology 
safely and respectfully, keeping personal 
information private; identify where to go for 
help and support when they have concerns 
about content or contact on the internet or 
other online technologies in the context of 
looking at how much information we can find 
out about a person online.

To understand that the information I put 
online leaves a digital footprint.

I can explain what ‘digital footprint’ means.

I can explain how people might use the information 
I put online.

I can explain how a digital footprint contains 
information about a person.

Lesson Pack

Whiteboards and pens

Key/New Words: Preparation:
Digital footprint, trail, e-Safety, online, website, 
advert, content, social media, post, public.

Differentiated All about Penelope Activity 
Sheet – per child

Online Activity Information Cards – pre-cut 
and spread around the room

Prior Learning: It will be helpful if children have used the Internet in a range of different contexts.Prior Learning: It will be helpful if children have used the Internet in a range of different contexts.

Taskit
Secureit: Use the Online Activity Cards and sort them into two piles: information that could be safe to share publicly and information that should 

be kept private.

Learning Sequence
Footprints: Show the map on the Lesson Presentation and ask children to list write a list of where Penelope has 
been on their whiteboards. Use the question prompts to make sensible guesses about her, using the information about 
where she has been. Explain that when we go online, we also leave a footprint.

Digital Footprints: Using the Lesson Presentation, explain that when we go online, everything we do leaves a type 
of ‘footprint’ that other people might be able to see – not just our online posts, but also the websites that we have 
looked at. Introduce the word ‘digital’ and explain what this means. Ask children for an example of something they 
have done online in the last week – ask other children to say what this activity tells us about them. Can children 
describe what is meant by ‘digital footprint’?

All about Penelope: Give each child an All about Penelope Activity Sheet and ask them to walk around the room, 
looking for the Online Information Cards. As they find the information on the trail, ask them to record this on their 
sheets using the information they have found.

Children complete the differentiated All 
about Penelope Activity Sheet, recording 
the information they find out about Penelope 
using the clues on the Online Information 
Cards.

Children complete the differentiated All 
about Penelope Activity Sheet, recording 
the information they find out about Penelope 
using the clues on the Online Information 
Cards. Children then add how they found out 
each piece of information about Penelope.

How Much Do We Know? Ask the children to share what we now know about Penelope. (Ensure that the children 
have drawn logical conclusions.) Check the answers on the Lesson Presentation and show how all the small pieces 
of information can tell us a lot about a person. Can children explain how a digital footprint contains information 
about a person?

How Can Your Digital Footprint Be Used? Give each child a whiteboard. Working in mixed-ability pairs, ask 
children to write down who they think this information could be used by. Click through the uses on the Lesson 
Presentation. Can children explain how people might use the information they put online?
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We use macros within PowerPoints to increase the interactivity of our presentations.
Follow this simple process to get the most out of this resource.

Guidance for macros in PowerPoints

What to do:
Open the PowerPoint file and
enable editing.

A security warning box will
appear. Click yes.

Enter presentation mode
(start the slide show).
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Success Criteria

Aim
• To understand that the information I put online leaves a digital

footprint.

• I can explain what ‘digital footprint’ means.
• I can explain how people might use the information I put online.
• I can explain how a digital footprint contains information about a

person.
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Footprints

Look at Penelope’s footprints. On your whiteboard, list the places she
has been.

school

football
club

ice cream
shop

swimming
pool
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Footprints

We can tell some things about Penelope by looking at where she has been.

What sports might she like watching or playing?

Football Club Swimming Pool

How old could she be?What type of food might she like?
Tasty Treats Ice Cream
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Digital Footprints

When we go online, everything we do leaves a ‘footprint’ that other
people can see, even if it’s not something you have posted somewhere
publicly.

What does the word digital mean?

Digital means anything to do with
computer technology.
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Digital Footprints

Can you tell me something that you have done online in the last week?

What might this tell us about you?

Who can explain what ‘digital footprint’ means?
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All about Penelope

Walk around the room, looking for the Online Information Cards that
Penelope has left on her trail.
As you go, use the information
that you find out to help fill in the
All about Penelope Activity Sheet.
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How Much Do We Know?

What do we know about Penelope now?

 What is her full name?

 What town does she live in?

 What house number does she live at?

 What football team does she play for?

 What might she want for her birthday?

 When is her birthday?

 What animals is she interested in?

 What are her friends called?
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How Much Do We Know?

What other information could we work
out from Penelope’s posts?

If we know what town she lives in, and
the colour of her uniform, what might we
be able to work out?

All these tiny bits of information make up
our digital footprint and all together, they
tell us lots of information about a person.
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How Can Your Digital
Footprint Be Used?

With your partner, discuss
and write down:
If I was making the adverts for a toy company, what adverts would I
show Penelope online?

 who might use your
information;

 how they might use
this information.

If I worked for an online shopping company, what types of things
might I put at the top of the page when Penelope or her parents sign
in to buy things?

If you write a post somewhere publicly, who can see the information?
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Success Criteria

Aim
• To understand that the information I put online leaves a digital

footprint.

• I can explain what ‘digital footprint’ means.
• I can explain how people might use the information I put online.
• I can explain how a digital footprint contains information about a

person.
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Aim: To understand that the information I put online leaves a digital footprint. Date:

Delivered By: Support:

Success Criteria Me Friend Teacher T PPA S I AL GP

I can explain what ‘digital footprint’ means.
Notes/Evidence

I can explain how people might use the information I put
online.

I can explain how a digital footprint contains
information about a person.

Next Steps





Aim: To understand that the information I put online leaves a digital footprint. Date:

Delivered By: Support:

Success Criteria Me Friend Teacher T PPA S I AL GP

I can explain what ‘digital footprint’ means.
Notes/Evidence

I can explain how people might use the information I put
online.

I can explain how a digital footprint contains
information about a person.

Next Steps





T Teacher I Independent
PPA Planning, Preparation and Assessment AL Adult Led
S Supply GP Guided Practice

T Teacher I Independent
PPA Planning, Preparation and Assessment AL Adult Led
S Supply GP Guided Practice
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All about Penelope

Use the Online Activity Cards to see how much information you can find out 
about Penelope just from looking at her digital footprint.

Full name

Where she lives

Football team

Birthday

Favourite animal

Friends’ names

What does she want for 
her birthday?

Other information

To understand that the information I put online leaves a digital footprint.
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All about Penelope

Use the Online Activity Cards to see how much information you can find out 
about Penelope just from looking at her digital footprint.

How did you know this?

Full name
 

Where she lives

Football team

Birthday

Favourite animal

Friends’ names

What does she want for her birthday?

Other information

To understand that the information I put online leaves a digital footprint.
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twinkl.com

Online Activity Cards

Online 
Activity Cards

Photo

4G 15:43

•••Penelope2009

504,544 views
Penelope2009 Love my 
family. This is all the 
McHales together!
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twinkl.com

twinkl.com

Online Activity Cards

Online Activity Cards
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twinkl.com

twinkl.com

Online Activity Cards

Online Activity Cards

X

Penelope2009 Amazing 
game for us on Sunday!

Town Rangers      •••

Like • Reply • 1h

Tag photo Add location Edit
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twinkl.com

twinkl.com

Online Activity Cards

Online Activity Cards

twinklsponsor-a-lion.org.uk

Sponsor a Lion
Registration Form
Name

Date of Birth

X

Penelope McHale
17/07/2009

Register
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twinkl.com

twinkl.com

Online Activity Cards

Online Activity Cards

Previously Viewed
Lions Documentary
bob1234 • 161K views

New Bike
pep0808 • 248 views

Photo

4G 15:43

•••Penelope2009

3,246 views
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twinkl.com

twinkl.com

Online Activity Cards

Online Activity Cards

size 4 football boots
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twinkl.com

twinkl.com

Online Activity Cards

Online Activity Cards

Daily Animal 
Facts

Bike Trail 
Tracker

Daily Animal Facts

Bike Trail Tracker
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Avery Template: Name Badge Label, 8 per sheet | Compatible Products:15395, 25395, 42395, 45395, 48395, 5395, 8395, 88395, 85395.
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Online Safety | Digital Footprints
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I can explain what ‘digital footprint’ means.
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I can explain how a digital footprint 
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